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A Rules-Based 
Order to Keep 
the Internet Open 
and Secure 
Marietje Schaake

When J. P. Barlow presented his 
1996 “Declaration of the Inde-
pendence of Cyberspace” in Da-

vos, cyberspace was idealized as a separate 
universe, detached from the “real” world, 
with no government controls and no na-
tional boundaries.1 Twenty-two years later, 
this libertarian dream of the open Internet 
has been buried with J. P. Barlow. The In-
ternet has increasingly become an essential 
element to furthering people’s development 
and freedom, as well as a foundation for 
economic growth and international trade. 
The stakes for nation-states to exercise con-
trol over its functioning have thus become 
higher, and the global Internet has now 
become a platform for political, economic, 
and military power. Additionally, private 
companies have become powerful global ac-
tors in the online environment. 

The European Union and the United 
States have historically been the guardians 
and advocates of a rules-based system, and 
should be best positioned to develop global 
rules for the open Internet, based on the 
rule of law. However, there is a wide gap to 
be bridged between promise and practice. 

Both American and European leaders have 
had moments of promoting an open, free, 
and secure Internet as part of foreign policy. 
In 2010, US Secretary of State Hillary Clin-
ton launched her Internet Freedom Strategy 
that promoted the freedom to connect, cen-
tered on “the idea that governments should 
not prevent people from connecting to the 
Internet, to websites, or to each other.”2 She 
urged media companies to “take a proactive 
role in challenging foreign governments’ 
demands for censorship and surveillance.”3 
The EU followed suit and promoted its No 
Disconnect strategy in the wake of the Arab 
Spring, which aimed to ensure that “infor-
mation and communication technology can 
remain a driver of political freedom, demo-
cratic development and economic growth.”4 
The High Representative of the European 
Union for Foreign Affairs and Security 
Policy, Catherine Ashton, stated that “the 
EU is determined to resist any unjustified 
restrictions on the Internet and other new 
media.”5

 However, the legacy of these much-touted 
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“21st century statecraft”6 policies is mini-
mal. The EU has quietly abandoned its No 
Disconnect strategy,7 and after the Snowden 
revelations, the US lost its credibility when 
it came to promoting online freedom. Simi-
larly, in the wake of a number of terrorist 
attacks on European soil, the EU has pro-
posed measures that have eroded the high 
standards on Internet freedom Europe had 
earlier promised to uphold.8 In general, Eu-
rope focuses now almost exclusively on the 
potential threats that were associated with 
the rise of the Internet and new technolo-
gies, as opposed to focusing predominantly 
on its liberating effect. Both European and 
American companies continue at the same 
speed to export highly sophisticated surveil-
lance systems to dictatorships.9 Both actors 
have lost precious time to seek effective lead-
ership toward a rules-based system to pre-
serve the open Internet globally. 

An alternative model to a global, rules-
based online order is gaining ground in the 
meantime. China is a staunch defender of 
the idea that states should be permitted to 
manage and contain their “own Internet.” 
A recent implementation of the concept of 
this “cyber sovereignty” is China’s cyberse-
curity law, which requires foreign firms to 
store data on Chinese territory. These data 
can be transferred abroad only after “secu-
rity assessments” that severely disrupt the 
free flow of information.10 Other articles of 

the law disproportionately interfere with the 
right to privacy and the freedom of speech.11 
China actively seeks to shape global norms 
based on what it considers to be responsible 
state behavior online.12 This model certainly 
does not put the rule of law, or the rights 
and freedoms of users, first. It also has a pro-
foundly protectionist impact. 

Governments exercising national control 
over the Internet also hurt cybersecurity. 
Nation-states are increasingly exploiting 
weak elements in the security architecture 
of the Internet to attack others. Intelligence 
services are stockpiling vulnerabilities in 
software, with the aim of weaponizing them 
or using them for covert access to devices 
and systems.13 Almost two hundred state-
sponsored attacks by sixteen countries have 
been registered since 2005, including twenty 
in 2016.14 So it came as no surprise when 
NATO members recognized cyberspace 
as a fifth domain of operations “in which 
NATO must defend itself as effectively as it 
does in the air, on land, and at sea.”15 New 
dimensions of this fifth domain of warfare 
are manifesting themselves in a number of 
hybrid conflicts. The United States charged 
thirteen Russian nationals and three Rus-
sian firms for meddling in the presidential 
election of 2016. The indictment says that a 
Russian organization called the Internet Re-
search Agency sought to wage “information 
warfare” to “sow discord” in the American 
political system with the use of fictitious 
personas, social media platforms, and other 
Internet-based media.16 

Now even the initial taboo on states’ 
sponsoring cyber-attacks that could result 

The European Union and the United 
States have historically been the 

guardians and advocates of a rules-
based system, and should be best 

positioned to develop global rules for 
the open Internet, based on the rule of 
law. However, there is a wide gap to be 
bridged between promise and practice. 

Almost two hundred state-sponsored 
attacks by sixteen countries have been 

registered since 2005, including twenty 
in 2016. 



78 georgetown journal of InternatIonal affaIrs

marIetje scHaaKe

in human casualties is crumbling. The New 
York Times has described a cyber-attack on 
a petrochemical plant in Saudi Arabia that 
not only meant to sabotage operations but 
also cause “an explosion that would have 
killed people.”17 In its annual report, the cy-
bersecurity firm CrowdStrike warns against 
the boomerang effect of stockpiling security 
vulnerabilities. It suggests that in the future 
it will not just be nation-states that wield the 
most damaging hacking tools: “The result of 
trickle-down in the field of cybersecurity has 
been a proliferation of highly sophisticated 
weaponry for cyber warfare being pushed 
down into the mass market and commod-
itized.”18 The growing influence of the pri-
vate sector has barely been dealt with in 
regulatory frameworks, even though the de-
pendence of governments on companies to 
provide for critical infrastructure, as well as 
its protection, has changed the relationship 
between the public and private sectors sig-
nificantly. As Professor Joseph Nye of Har-
vard University pointed out earlier, “Most of 
the Internet and its infrastructure belong to 
the private sector, and the government has 
only modest levers to use.”19

 The European Union is in the process 
of adopting laws that will make it more 
difficult for companies to sell ready-made 
surveillance systems to buyers with known 
human-rights violations. This is a rare ex-
ample of regulation aiming to improve both 
cybersecurity and human rights.20 Gener-
ally, the ambition to prevent hybrid con-
flicts from growing and escalating should 
be stepped up. To prevent, attribute, and 
attach consequences to attacks, a rules-
based system needs to be further developed. 
Rules should also clarify the relationship 
between governments and the private sector 
when it comes to establishing responsibili-
ties and obligations to protect citizens and 
objects that are connected to the Internet. 
While the state bears formal responsibility 

to protect citizens and to ensure national se-
curity, companies are less accountable. 

Increasingly, the private sector itself 
steps into the void of norms with the aim 
of securing and stabilizing cyberspace. Most 
recently, thirty-four tech companies put 
forward principles to “protect and empower 
civilians online and to improve the secu-
rity, stability, and resilience of cyberspace” 
in the Global Cybersecurity Tech Accord.21 
While industry collaboration can contrib-
ute to stronger security standards, it can 
never replace the creation of responsible 
norms for state behavior in cyberspace and 
laws. Clearly, while private companies have 
a significant responsibility toward the pub-
lic, they do not necessarily serve the public 
interest, and sometimes profit models and 
incentives are at odds with accountability 
and transparency. When a company finds a 
vulnerability in its software, will it choose to 
warn users and invest in patching the soft-
ware or rather manage its reputation? 

One would expect cybersecurity to be 
at the forefront of political agendas of the 
heads of state or ministers of defense who 
assembled at the annual Munich Security 
Conference in February 2018. But instead 
of looking for concrete ways to collectively 
address this complicated threat landscape, 
cybersecurity was not a top priority. Digi-
tal topics were featured prominently in 
side meetings, while the main stage was 
reserved for traditional foreign policy and 
defense topics. “It is tempting to think of 
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cyberspace as hovering over the real world 
and not actually connected to it,” said one 
of the Internet’s founders, Vint Cerf.22 “But 
we create this virtual world through compa-
nies, facilities and users located in physical 
space.” According to NATO assistant secre-
tary general Sorin Ducaru, in geopolitical 
circles “cyber is still seen as a technical prob-
lem constricted to the virtual world.”23 This 
does not reflect the strategic importance of 
considering the integrated nature of digi-
tization and connectivity in so many parts 
of society. Normative restraints on state be-
havior in cyberspace are needed in order to 
secure trust in digital infrastructure, protect 
human rights, and avoid a digital arms race.

United Nations secretary general An-
tónio Guterres stated in Munich that it 
is “high time to have a serious discussion 
about the international legal framework in 
which cyberwars take place,” and that it is 
“essential to use what is the competence of 
the First Committee of the General Assem-
bly of the United Nations to do it, and to 
do it sooner rather than later.”24 While this 
is a laudable goal, the failure of the United 
Nations Group of Governmental Experts 
(UN GGE) in 2017 to reach a concluding 
document after thirteen years of relatively 
constructive discussion between states about 
restricting cyber warfare25 does not bode well 
for the immediate future of the First Com-
mittee as a venue for discussing these issues. 
The challenge of reaching global agreement 
is a reminder of the different interests and 
visions of governments. These divisions are 
likely to get deeper, while the mutual depen-
dence between states, companies, and citi-
zens online still suggests agreements beyond 
national borders are needed. 

Wolfgang Kleinwachter, a professor at 
the University of Aarhaus, has suggested an 
alternative framework to address cyberse-
curity issues with a more holistic approach 
combining security, economic, and social 

aspects. Such a broad scope could cover 
cybersecurity laws increasingly being used 
as protectionist measures to disrupt inter-
national trade, but the removal of content, 
justified with national security arguments, is 
also on the rise. Kleinwachter has compared 
the current “poly crises” with the situation 
in the 1960s, when the world was con-
fronted with a multitude of crises (Cuba, 
the Six Day War, Vietnam, the nuclear arms 
race). He highlights that in the past a coun-
termovement also emerged, culminating in 
the Conference on Security and Coopera-
tion in Europe, to reduce tension: 

In the CSCE Final Act of 1975, the entire 
spectrum of conflict between East-West rela-
tions—from security to economic coopera-
tion and human rights—was channeled into 
a coexistence that was not friction-free but 
well regulated. The ideological opponents 
did not give up their values. But the com-
mon interests in a peaceful and prosperous 
Europe had priority. Basically, cyberspace 
today deals with the same three CSCE top-
ics: avoiding a cyber-war, shaping the digital 
economy and ensuring digital rights.26 

This focus on common interests is a good 
starting point to scope out areas for com-
mon ground. 
 A modern-day “Helsinki process” could 
deal with issues that do not fall within the 
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UN GGE’s ambit but that still have an 
impact on cybersecurity norms, including 
safety standards, the product liability issues 
of Internet infrastructure, content manage-
ment, and the digital economy. Such a frame-
work could be one way to come to reach 
global agreement on a norm to protect the 
core of the Internet, for example. The func-
tioning of the core protocols of the global 
Internet is in the interest of governments, 
companies, and citizens worldwide. Profes-
sor Nye remarks, “Unlike the single strand 
of military interdependence that linked the 
United States and the Soviet Union during 
the Cold War, the United States, China, and 
other countries are entangled in multiple 
networks. China, for example, would itself 
lose from an attack that severely damaged 
the American economy, and vice versa.”27 

The incentives to find common ground 
will likely not be inspired by shared politi-
cal philosophies at a time in which zero-sum 
politics are rife and global powers are com-
peting. Incentives toward global norms to 
protect the open Internet and to keep it se-
cure will rather be driven by an understand-
ing of areas of mutual dependence on the 
security and functioning of the global open 
Internet. An attack on the core infrastruc-
ture will hurt all connected to it. 
 Cyberspace is not independent, as J. P. 
Barlow declared it to be, nor is it detached 
from the real, physical world. People feel the 
impact of attacks and fragmentation. Given 
the rapid developments of technologies, the 
growing stakes of nation-states, and the in-
creasingly important role of the private sec-
tor, the need for a rules-based online order 
has never been greater. 

The historic guardians of the rules-based 
order, the United States and European 
countries, are well positioned to take the 
lead but do not seem to prioritize this ambi-
tion. At the same time, alternatives are be-
ing developed, so the choice is not between 

regulation or no regulation but between 
different values, models, and interests that 
will dominate the norms governing the 
online sphere. The private sector is increas-
ingly pushing its norms, top-down and au-
thoritarian governance models are gaining 
ground, and consensus at the UN level is 
becoming increasingly difficult. The absence 
of a rules-based frame means there is little 
accountability for aggressive behavior in 
cyberspace, yet lawlessness and fragmenta-
tion must not be the new normal. For us-
ers worldwide, the protection of the public 
interest of a secure and open Internet can-
not be underestimated. Leadership toward 
protecting that public interest from attacks, 
profit models, or norms that are based on 
sovereignty rather than an open model is es-
sential. A secure and open Internet needs an 
order based on rules and the rule of law to 
survive. 
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